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Identity Theft 

  Identity Theft: 
 

• Someone steals your personal information. 
 

• Uses it without permission. 
 

• Can damage your finances, credit history and 
reputation. 

 



Identity Theft Statistics  

 
 Every 2 seconds there is a new victim of identity theft. 

 
 48% of victims only realize they have been taken for a ride after three full 

months after the fraud began. In extreme cases, it may take several years 
before a victim becomes aware of the theft. 
 

 Identity theft is the top complaint received by the FTC for the 15th 
consecutive year . 
 

  According to IBM, more than one billion records containing personally 
identifiable information were leaked in 2014. 

  
  The IRS stopped 19 million suspicious tax returns last year and stopped 

more than $63 billion in fraudulent refunds. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Identity Theft Statistics 

  Identity theft is the fastest growing crime in America. 
 

  It takes the average victim an estimated $500 and 30 hours to resolve 
each identity theft crime. 
 

 Studies have shown that it’s becoming more common for the ones 
stealing your identity to be those closest to you. One study found 32% 
of identity theft victims discovered a family member or relative was 
responsible for stealing their identity. That same study found 18% were 
victimized by a friend, neighbor or in-home employee. 
 

 Only 28% of identity theft cases involve credit or financial fraud. 
Phone, utility, bank and employment fraud make up another 50% of 
cases. 
 

 



Warning Signs  

How do you know if your identity was stolen? 
 

• Mistakes on accounts or your Explanation of Medical benefits. 
 

• Regular bills go missing. 
 

• Calls from debt collectors for debts that aren’t yours. 
 

• Notices from the IRS. 
 

• Unexpectedly being turned down for a loan or new account. 
 

• Calls or mail about accounts in your minor child’s name. 
 



How Thieves Get Your Information 

 Phishing Scams: Emails posing as financial institutions to update your account.  
 

 “Old Fashioned Way”: Theft of purses and wallets.  
 

 Mail Boxes: Theft of bank statements and invoices.  
 

 Dumpster Diving: Rummaging through trash.  
 

 Skimming: Skim private data from secret credit card readers.  
 

 Google: Use personal information through web searches.  
 

 Online Social Networks: Browse LinkedIn and Facebook for exposed data.  
 

 Data Breach: When an organization like a bank, retailer or doctor’s office gets hacked, the 
damage is often widespread impacting hundreds or thousands of customers.  
 

 Friends & Family: Victims often know  the identity thief.  
 



 
How Identity Thieves Use Your Information  

 
 Go on spending sprees to buy “big ticket” items that they can easily sell. 

 
 Open a new credit card account, using your information. 

 
 Sell your information online. 

 
 File tax returns in your name to steal your refund. 

 
 Change the mailing address on your credit card accounts making it take some time before you 

realize there’s a problem. 
 

 Take out auto loans in your name 
 

 Establish phone or wireless service in your name 
 

 Have medical procedures  performed using your  medical insurance. 
 

 Open a bank account in your name and write bad checks on that account. 
 

 Give your name to the police during an arrest. If they are released and don’t show up for their 
court date, an arrest warrant could be issued in your name. 
 



  
Protecting Yourself From Identity Theft 

 Keep an eye on your purse or wallet, and keep them in a safe place at all 
times. 
 

 Don’t carry your Social Security card or credit cards that you do not 
regularly use. 
 

 Don’t share your personal information with random people you don’t 
know. Identity thieves are really good liars, and could pretend to be from 
banks, Internet service providers, or even government agencies to get you 
to reveal identifying information. 
 

 Read the statements from your bank and credit accounts to look for 
unusual charges or suspicious activity. 
 

 Tear up or shred your charge receipts, checks and bank statements, expired 
charge cards, and any other documents with personal information before 
you put them in the trash. 
 



Limits on Financial Losses 

You have limited liability for fraudulent debts caused by 
identity theft. 
 
 Under most state laws, you’re not responsible for any debt incurred on 

fraudulent new accounts opened in your name without your 
permission. 
 

 Under federal law, the amount you have to pay for unauthorized use of 
your credit card is limited to $50. If you report the loss to the credit 
card company before your credit card is used by a thief, you aren’t 
responsible for any unauthorized charges. 
 

 If your ATM or debit card is lost or stolen, you can limit your liability by 
reporting the loss immediately to your bank or credit union.  
 



Limits on Financial Losses 

 If someone makes unauthorized debits to your bank or 
credit union account using your debit card number (not 
your card), you aren’t responsible – if you report the 
problem within 60 days after they send your account 
statement showing the unauthorized debits. 
 

 Most state laws limit your liability for fraudulent checks 
issued on your bank or credit union account if you notify 
the bank or credit union promptly. 

 



Limits on Financial Losses 

If you report your debit card lost: Your maximum loss is: 

Before any unauthorized charges are made. $0 

Within 2 business days after you learn about the 
loss or theft. 

$50 

More than 2 business days after you learn about the 
loss or theft, but less than 60 calendar days after 
your statement is sent to you, 

$500 

More than 60 calendar days after your statement is 
sent to you. 

Possibly unlimited 



How to get a copy of your credit report. 

 
 Regularly check your credit report. 

 

   www.annualcreditreport.com   
 

 You can obtain one free report per year from all   
three credit reporting agencies. 
 

http://www.annualcreditreport.com/


Three Credit Reporting Agencies 



 
What to do if someone has stolen your identity? 

Step 1: Call the companies where you know fraud            
   occurred. 

 
 Call the fraud department. Explain that someone stole your 

identity. 
 

 Ask them to close or freeze the accounts. Then, no one can 
add new charges unless you agree. 
 

 Change logins, passwords and PINS for your accounts. 
 

 You might have to contact these companies again after you 
have an Identity Theft Report. 
 



What to do if someone has stolen your identity? 

Step 2: Place a fraud alert and get your credit reports 
 
• Contact all three credit bureaus. 

 
 A fraud alert is free and will last for 90 days. It will make it 

harder for someone to open new accounts in your name. 
 

 You’ll get a letter from each credit bureau that will confirm 
that they placed a fraud alert on your file. 
 

 Get a copy of  and review your credit reports right away. Make 
note of any account or transaction you don’t recognize. This 
will help you report the theft to the FTC and the police. 



What to do if someone has stolen your identity? 

Step 3: Report identity theft to the FTC. 
 
 Complete the FTC’s online complaint form or call 1-877-438-4338 

to make your report. Give as many details as you can. 
 

 Based on the information you enter the FTC complaint system will 
create your Identity Theft Affidavit…You’ll need this to complete 
other steps. 
 

 Print and save your FTC Identity Theft Affidavit immediately. Once 
you leave the page you won’t be able to get your affidavit. 
 

 You can make updates to your affidavit by calling 
    1-877-438-4338. 



What to do if someone has stolen your identity? 

Step 4: File a report with your local police department. 
 
 Go to your local police office with: 

 
 A copy of your FTC Identity Theft Affidavit 
 A government-issued ID with a photo 
 Proof of your address (mortgage statement, rental agreement, or utilities bill) 
 Any other proof you have of the theft (bills, IRS notices, etc.) 

 
 Tell the police someone stole your identity and you need to file a report. 

 
 Ask for a copy of the police report. You’ll need this to complete other steps. 

 
 Create your Identity Theft Report by combining your FTC Identity Theft 

Affidavit with your Police Report. 



What to do if someone has stolen your identity? 

 Your FTC Affidavit and Police Report make an 
Identity Theft Report. 
 
 
 
 
 

 Your identity theft report proves to businesses that 
someone stole your identity.  



What to do if someone has stolen your identity? 

Next…Use your Identity Theft Report to: 
 
 Close fraudulent new accounts opened in your name. 

 
 Remove bogus charges from your accounts. 

 
 Correct your credit report. 

 
 Consider adding an extended fraud alert or credit freeze. 



What to do if someone has stolen your identity? 

Extended Fraud Alert: 
 
 Free to place and remove if someone stole your 

identity. Guaranteed by federal law. 
 

 Place on all three credit reporting agencies. 
 

 Lasts for 7 years 
 



What to do if someone has stolen your identity? 

Credit Freeze: 
 
 Stops all access to your credit report unless you lift 

or remove it. 
 

 Free to victims of identity theft in Ohio and $5.00 for 
anyone else who wishes to freeze their credit. 

  
 Given a PIN # to thaw when you are going to use 

your credit. 
 
 



 
 
 
 
 
 
 
 
 
 

Protecting Your Children from Identity Theft 

 Each year, 500,000 children under 18 are victimized 
by identity thieves, according to the Federal Trade 
Commission. 

 The main reason the identity of a minor is so 
valuable - specifically their Social Security number -
is that there’s no process in place to double check 
what name and birth date are officially attached to 
each number. Thus, as long as the identity thief has a 
Social Security number with a clean history, the thief 
can attach any name and date of birth to it. 
 



Protecting Your Children from Identity Theft 

What makes child ID theft uniquely problematic is 
its tendency to be underreported to law enforcement 
and difficult to investigate when detected:  

 
 Often family members and friends are the ones 

committing the crime. 
 

 Child ID theft may go undetected for years.  

 



Common Warning Signs of Child ID Theft 

 Credit card offers in the name of your child. 
 Calls from collection agencies. 
 Collection notices in the mail. 
 A notification from the Internal Revenue Service that 

your child’s SSN has already been used in a tax 
return. 

 Notices from the IRS saying he or she failed to pay 
taxes on income the child has never received. 

 Being denied for a driver’s license or school loans. 
 



Checking Your Child’s Credit 

For children younger than 18, parents, legal guardians 
and child welfare agencies must request a manual search 
of the child’s credit file through a written request directly 
to each consumer reporting agency.  
 The credit reporting companies may require copies of: 
 The child’s birth certificate and Social Security card 
 The parent’s driver’s license or military identification, 
 Proof of address, such as a utility bill or credit card 

statement 
 Copies of documents proving legal guardianship of the 

child. 

 
 



  Child Identity Theft 

 Contact each Credit Reporting Agency 
      Alert them that your child is a victim of identity theft. 
 

 Place a Fraud Alert with each Credit Reporting Agency  
      Ask each agency to put a fraud alert on your child’s credit report. 
 

 Consider a credit Freeze on your child’s credit file 
      In 13 states you can “Credit Freeze” your child’s credit file like an adult’s.  
  

 File a Fraud Report with the FTC 
      File a report with the FTC online www.ftc.gov  or call 877-438-4338. 

 

 File a police report. 
     File a police report in the city where the fraud occurred. 

 

http://www.ftc.gov/


The Realities of Cybercrime 

 We now live in a world that is more connected than 
ever before. The Internet touches almost all 
aspects of everyone’s daily life, whether we realize 
it or not. 

  Cybersecurity risks can threaten: 
Your Finances 
Your Identity 
Your Privacy 



Cybercrime 

Phishing 
 
 Cybercriminals have become quite savvy in their attempts to lure people in and get 

you to click on a link or open an attachment. The email they send can look just like it 
comes from a financial institution, e-commerce site, government agency or any 
other service or business. 
 

  It often urges you to act quickly, because your account has been compromised, your 
order cannot be fulfilled or another matter.  
 

 If you are unsure whether an email request is legitimate, try to verify it with these 
steps: 
 

 Contact the company directly. 
 Contact the company using information provided on an account statement or back of a 

credit card. 
 Search for the company online – but not with information provided in the email. 

 



Cybercrime 

Additional Threats. 
 
 

• Viruses 
 

• Trojans 
 

• Worms 
 

• Spyware 
 

• Adware 
 

• Pharming 
 

• Keyloggers • Rouge Security Software 



Cyber Security 

Secure Your Wireless Router. 
 
 Change the name of your router. 

 
 Change the pre-set password on your router. 

 
 Review security options. 

 
 Create a guest password. 

 
 Use a firewall. 



Practice Good Online Safety  

Keep Your Machine Clean. 
 
 Keep security software current 

 
 Automate software updates 

 
 Protect all devices that connect to the Internet 

 
 Use your security software to scan “USBs” and other 

external devices  
 

   



Cyber Security 

Protect Your Personal Information. 
 
 Combine capital and lowercase letters with numbers and 

symbols to create a more secure password.  
 

  Separate passwords for every account. 
  
  Keep passwords stored in a safe and secure place away from 

your computer. 
  
 Set the privacy and security settings on websites to your 

comfort level for information sharing. It’s ok to limit how and 
with whom you share information.  



Cyber Security 

Connect with Care. 
 
 Links in email, tweets, posts, and online advertising 

are often the way cybercriminals compromise your 
computer. If it looks suspicious, even if you know the 
source, it’s best to delete or if appropriate, mark as 
junk email. 

 



Cyber Security 

Connect with Care. 
 

 When banking and shopping, check to be sure the sites is 
security enabled. Look for web addresses with “https://” or 
“shttp://”, which means the site takes extra measures to 
help secure your information. 
 

  “Http://” is not secure.  
 
 



Cyber Security 

Be social media savvy. 
 
 Make sure your social networking profiles (e.g. 

Facebook, Twitter, YouTube, MSN, etc.) are set to 
private. Check your security settings. Be careful what 
information you post online. Once it is on the 
Internet, it is extremely difficult to remove.  



Cyber Security 

Be aware of what you do while using public Wi-Fi 
Hotspots. 
 

 While these access points are convenient, they are far 
from secure. Avoid conducting financial or corporate 
transactions on these networks. 



What To Do If You're a Victim 

Crimeware. 
 

 Disconnect immediately.  
 

 Scan your computer with an up-to-date antivirus 
program. 
 

 Back up your critical information. 
 

 Consider going back to ground-zero by re-installing the 
operating system of your computer 



Reporting Cyber Crime 

Who to contact. 
 
 Local law enforcement 
 
 IC3. The Internet Crime Complaint Center (IC3) is a 

partnership between the Federal Bureau of Investigation 
and the National White Collar Crime Center. Complaints 
may be filed online at www.ic3.gov/default.aspx  
 

 Federal Trade Commission.  
  

 
 

 

http://www.ic3.gov/default.aspx


Thank You! 

 
 

Britt Scearce 
Emery Federal Credit Union 

513-646-4218 
bscearce@emeryfcu.org  

 
 

mailto:bscearce@emeryfcu.org
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